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PASMMUHKA

CMC-coobuieHune roBopuT O TOM, 4TO MHE
HeobXxoauMo onnaTuTb WTpad 3a HapyLleHne
npaBuS1 NAPKOBKN Ha KOHKPETHbLIA HOMEP
TenedgoHa. Nnaturts unu Her?

2 3BOHOK OT YeroBeka, KOTopbI NpeacTaBuUcA

COTPYAHMKOM cnyx6bl 6e3onacHocTn 6GaHka
n coobLusn, 4To MoA KapTa 3abnokmpoBaHa
B CBSI3M C NO403pUTENBHON TpaH3aKuuen.
HasbiBan MeHsi N0 MIMEHU N OTYECTBY,
ynoMUHan HoOMep KapTbl U NPOCUN
NPOAMKTOBATb OCTalNbHbIE PEKBU3UTDI
«ansa nposepkny. Mlon nencrena?

Mpwn paboTe B ceTn IHTEpHET NOSIBMNOCH BCMbiBaloLLEE
OKHO C npurnaweHnem BonTn B 6ecnnaTtHyto OHNanH-urpy
¢ 6onbwnmmM Bbinrpbiwamu. Yto genats?

HoBbIN 4Na MeHa MHTepHeT-NpoaaseL, npegnaraeT ToBap
HaMHOro AelleBrne, YeM BCe OCTarbHblE, U MPOCUT

100% npeponnaty Ha HoMep TenedoHa UK 3NEKTPOHHbIN
kowenek. Mlon pencteua?

B mecceHpxepe nony4eHo coobLleHne oT UMEHN
HadanbCcTBa. PykoBoauTenb NULET, YTO B KOMMNAHUK
npounsoLuna yTeyka gaHHblX, N03ToMy B bnuxaniuee Bpems
coTpyaHvKaMm ByayT 3BOHWUTL NIOAM N3 OPraHoB, KOTOPbIM
HY>XHO OKasaTb cogeuncTtsue. Yto pnenatb?
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ONMPEAENAEM CBOIO LU®POBYIO
®UHAHCOBYIO FPAMOTHOCTDb

ictapeTbl «Mon ouHaHChL» 3
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NEPBOE UBMEPEHME —

9T0 6a30Bble 3HAHMSA O COBPEMEHHbIX LIMpPOBbIX
(bMHaHCOBbLIX NPOAYKTaX M ycryrax

MpoAaykTbl Mowu 3HaHus (+/-)

MnaTtexwu: ONEKTPOHHbIE OEeHbIn, KOLUEJbKM OnA MOBOUNBHbIX Teﬂe(*)OHOB,
KpUNTOaKTUBbI, YCNyrn OeHeXHbIX nepesoaoB

YnpagrneHuve akTuBamMmu: UHTEPHET-O0aHKMHI, OHNanH-6pokepbl, POGO-COBETHMKN,
TOProBNS KPUMNTOAKTMBAMM, yNpaBneHne nNMyHbiMKU onHaHcamMmn, MobunbHas TOproers

AnbTepHaTtuBHOEe hMHaHCUpOBaHMe: KpayadaHanHr, OQHOPAHroBOE KpeanToBaHue
(P2P), kpegntoBaHue oHnanH-6anaHca, pyHaHcupoBaHne cHeTOB-GaKTyp 1 LEeNOYKK
NOCTaBOK W T. 4.

lNpoyee: cTpaxoBble ycnyrn Yyepesd VIHTepHeT U T. 4.
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BTOPOE UBMEPEHME —

9TO OCO3HaHMe LUMdpoBbIX PUHAHCOBBIX PUCKOB

MpoAaykTbl Mowu 3HaHus (+/-)

OULLNHT

dapmMuHr

LLnnoHckoe MO

3ameHa SIM-kapTbl

[MpodunuposaHne

Banom
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TPETbE USMEPEHME —

9TO UMPPOBON KOHTPOSTb (PUHAHCOBLIX PUCKOB, CBA3AHHbIN
C MOHMMaHMEM TOro, Kak MOXXHO cebsl 3aLnTUTb

MpoAayKTbl Mowu 3HaHus (+/-)

Kak ncnonb3oBaTtb KOMMbIOTEPHbIE NPOrpamMmbl
N MOBUNbHbIE NPUNOXEHUS!, YTOObI n3bexaTb
pacchbInkn cnama, ULLNHIOBbIX COOOLEHNN U T. A.7

Kak 3awmTnTb CBOW NUYHbIN MAEHTUAUKALMOHHBIN
Homep (PIN) u gpyryto nUYHy0 MHopMauuio npu
NCNonb30BaHNUN OUHAHCOBBIX YCIYT,
npeaocTaBsiEMbIX C NMOMOLLI LMAPOBLIX CPeacTB?

MaTtein aTan Becepoccuiickon npoceeTutenbckon dctadetsl «Mon domHaHebl» 6
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YETBEPTOE USMEPEHME —

3TO 3HaHMe npaB noTpebuTtener n npoueayp Bo3melleHus yulepba B cnyyasx,
Korga rnonb3oBaTeny CTaHOBATCS KepTBaMu BblLLEYNOMSIHYThIX PUCKOB

MpoAayKTbl Mowu 3HaHus (+/-)

[MoHMMaeTe nun Bbl CBOW NMpasa 1 3HaeTe v, Kyga MOXHO
0BbpaTnTbCAa N Kak NONy4YMTb KOMMEHCaLMIO, ECIN Bbl
cTanu XepTBOM MOLLUEHHNYecTBa?

NoHnmaeTe nu Bbl CBOU npaea B OTHOLLEHUN CBOUX
nepcoHalibHbIX AaHHbIX?
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®UHAHCOBOE MOLLWEHHMUYECTBO

duHaHco80€e MOWEeHHUYecmeo — COBEpPLLUEHNE NPOTUBOMNPABHbIX
OenCcTBun B cdoepe AeHexXHoro obopoTta nytem obmaHa,
3rnoynotpebneHns goBepmeM 1 Apyrnx MaHUNynsaumMm ¢ Lenbto
He3aKoHHOro oboraileHus

MHBECTULMOHHbIE MaxmnHaLU M

dunHaHcoBblE nMpamMumnabl
Ha CbI/IHaHCOBbIX PbIHKax

Adbepbl C UCNOMNb30BaHNEM

KpeauntHble adepsl
PEA $2 BGaHKOBCKMX KapT

MaTtei aTan Becepoccunckom npocBeTutensckon dctadetsbl «Mon oruHaHChI»
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KTO NOABEPXEH PUCKAM?

v CTpax noTepsaTb 6rnM3Knx
v BosisHb 3aboneBaHuin

v' CTpax noTepsTb OEHbIM
v’ JKenaHune nomo4b cembe

v' OtcyTcTBMe hnHaHCOBOM
noayLKkn 6e3onacHoCcTur

v' [loBEPYMBOCTb

v BHyllaemocTb

v’ [NepeoLeHka cBoeMn
uMcposon U puHaHCOBOM

rPamMOTHOCTM

v' [epeoLeHka
XXW3HEHHOro onbITa

v' HeBblcokum
YpOBEHb J0OX0Aa

v' CTpemneHune
K puHaHcoBOM
HEe3aBMCUMOCTU

v Azapt

v’ YBNEeYeHHOCTb
OHManH-MOKyMNKamu

MaTtei aTan Becepoccunckom npocBeTutensckon dctadetsbl «Mon oruHaHChI»
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NMCUXoNorM4YECKum Bb&ziﬁig::'e
NMOPTPET XXEPTB 6e3onacHOCTH

TEJIE®OHHOIo
MOLWEHHMUMYMECTBA

NHTepech! rpynnbl
BblLLE
CODCTBEHHbIX

Bbicokun
CaMOKOHTPOJS1b —

K COTpyaHN4eCcTBY

Bo3pacTt 50+

MaTteii aTan Becepoccunckonm npocBeTutensckon Actadetsbl «Mou douHaHesl» 10
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NMPUEMbI PABOTbHI MOLLEHHUKOB
C CONMPOTUBIIEHUEM KIITMEHTOB

NMonb3ysacb HeAOCTaTOYHbLIM YPOBHEM (hMHAHCOBOM
rPaMoOTHOCTU HaceneHus, MOLLEeHHUKMU:

v Mcnonb3yloT cneundunyeckyto TepMUHOSOMMIO

v" Co3gatoT UNI3no CPOYHOCTU
nnu 6esoTnaratenbHOCTU KOHKPETHbIX 4ENCTBUN

V" Mcnonb3yoT yrpoabl




Poccum Mou GUHaHCbI

COLIUAJNIbHAA MH)XXEHEPUA

COLINATIBHAS UHXXEHEPUS —

9TO COBOKYMHOCTb METOA0B U TaKTUK
BO34ENCTBUSA, OCHOBAHHbIX

Ha MCUXOSIOMMYECKOM
MaHUMyNMpoBaHUK, C LIeNbo KOHTPOSA
noBeaeHNs YyenoBeka n gocrtyna

K KOHdomaeHunanbHon nHdopmauum

OBPATHAAS COLMNATIBHAAS
UH)XXEHEPUA —

9TO TEXHWKA MaHUMNYNMPOBaHWS,
NPOTUBOMNOSIOXHAA KNAacCUYECKON CXEME,
NpY KOTOPOW NPECTYMNHUK NEPBbLIM
NHULMNPYET KOHTAKT. Mpun obpaTHOM
couunanbHOW UHXEHepUn YernoBeka
0OMaHOM BbIHYXOal0T CaMOCTOATESNBHO
CBS3aTbCA CO 3/10YMbILLITEHHNUKOM

MaTtein aTan Becepoccunckon npocBeTutensckon dctadetbl «Mon puHaHCbly 12
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STAINbI COLLUOUHXKEHEPHBIX ATAK

1 p - 3

OTKnNo4YeHne

[NoarotoBka YcTtaHoBneHune Havano ataku
KOHTaKTa

v
A 4
v

MaTtein aTan Becepoccunckon npocBeTutensckon dctadetbl «Mon puHaHebl»y 13
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NMPU3IHAKU UCNOJIb3OBAHMA METOAOB
COUMANBHON UHXEHEPUM

Mpuembl MaHMNynALUK:
v BepeHue guanora

no Tuny «cydnepa» O6Gpa3 aBTOPUTETHOrO Nnua

v Wcnonb3oBaHue 3ay4eHHbIX opas O6pasbl nonasLwunx B 6eay 6nmskux nogen

. iG] eKT HEeOXnaaHHOCTU
v" CmeHa ponen: bp A

OT NpeacTaBuUTENen KpeanUTHbIX
opraHu3auuii 4o COTPYOHMUKOB

OrpaHI/I‘-IeHHOCTb BpeMeHun OJid NpUHATUA peLleHnsd

npaBoOXpaHUTEIIbHbIX OPraHoOB KOHCprKLI,VIFl «KUNMN-Nnm»
v an3blel NOMOYb NOMMAaTh YNoMuHaHne ToNbKO MOSIOXUTESTbHbIX UMK TONbKO
NPECTYNHUKOB oTpuyaTteribHbIX ¢)aKTOB

MaTteii aTan Becepoccunckonm npocBeTutensckon Actadetsbl «Mou douHaHesl» 14
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NMPUMEPbI UCKAXXEHUW, KOTOPLIE MELLAIOT
OB BEKTUBHO OLLEHUBATb UHO®OOPMALILIO

QOPEKT
QOPEKT OAHOPOOHOCTU
TPETBEIO JINMLUA YY>KOW rPYMnbl

OLUMNBKA
BbIXMBLLUEIO

NMPEOB3ATOCTDb
ONTUMN3MA

QODPEKT AKOPAH

MaTteii aTan Becepoccunckonm npocBeTutensckon Actadetsbl «Mou douHaHesl» 15
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CNnocCcobbI 3ALMTDI
OT COLUMAJNIbBHOU UH)XXEHEPUM

v" He npenocTaBnaTb NUYHY0 MHGOPMaLMIO,
€CIT HET YBEPEHHOCTM B TOM, KTO €€ 3arnpawmBaeT

v He packpbiBaTb NN4YHYO0 U (OUHAHCOBYHO
MHGOPMALINIO B 3NNEKTPOHHOM MoYTe, coumarnbHbIX
ceTsaAX, MecceHokepax, He oTBedaTb Ha NOAOOHbIe
COOOLLEHNS N HE NEPEXOOUTb NO CCbISTIKaM U3 HUX

v" He oTnpaBnaTtb KOHUAeHUManbHy nHGOopmMaumo
yepes NHTEPHET, He nNpoBepuB 6e3onacHoCTL BE6-
cauvTa




SRy
%Yé MUHPUH ——
\‘%‘ Poccum Mou PUHaHCbI

YTEUKA NEPCOHAJIbHbLIX OAHHbIX

ALpec 35r1EKTPOHHOM MOYThI
Homep TenedoHa
dakTnyecknn agpec

[laTta poxgeHus, non
JlornH, napornb

AcTopuns NoKynok B oHNanH-marasnHax

D N N N N N N

[1aHHbIE DAHKOBCKMX KapT

17
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SALMUTA NEPCOHAJIbHbBIX AAHHbBIX

v" Henb3sa nepepaBaTtb TPETbMM NLAM Naponu,
KOAbl NOATBEPXAEHUS1, NpUcbiNiaeMble 6aHKOM

v" He 3axoauTb B CBOM MHTEPHET-0aHK, coLceTu
N NOYTY C KOMMNbIOTEPOB APYrnX nioaen

v TMpw onnarte oHNanH-NOKynokK
B MHTEPHEeT-MarasnHax OKHO 414 BBoAa
HOMepa KapTbl JOIMKHO MOABNATLCA cpa3y
nocne HaxaTus KHonkn «OnnaTuTb»

18
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HEKOTOPBIE AKTYAJIbHbBIE CXEMbl MOLLEHHUKOB

Cxema Cytb Y1o penatb

3ﬂ0yMbILIJJ'IeHHVIKVI 3BOHAT poccudaHam nog snaom

«Flpmunme COTPYyOHNKOB OaHka, C(?IOGLLI,aIOT, YTO K HMUM nocTynun Cpa3y npepeaTtb pa3roBop: GaHku paccbinaklT

QR-koa» HeCaHKUMOHNPOBaAHHbLIN 3anpocC Ha CHATUE AeHer CO CYETa, VIHd)OpMaLI,VIIO TOJIbKO 4Yepe3 CBOU O(bVIl_I,I/IaJ'IbeIe KaHarnbl.
N NPOCAT npucnaTtb QR-koa, 4ToObl OTMEHUTL onepauuto, Bbl camu MoxxeTe No3BOHUTL B BaHK.
a 3aTemM nony4arT no Hemy cpencrtea B OaHkomare.
3ﬂ0yMbILUJ'IeHHVIKI/I Hay4yunnucb nogaenbiBatb ayano n Buaeo

«Opomknwb CBsi3aTbCs C YENTIOBEKOM B OPYyromMm MecceHmpxKepe

C nomolLLblo HenpoceTen. PoccusHe nonyyatoT B Telegram
unn Bo BKoHTakTe ayamocoobLueHnst n «BUOEOKPY>KOUKU» OT
3HAKOMBbIX UMK POOHBIX C NPOCLOON OAOIMKUTE AEHET.

UM NO3BOHUTL €MY, YTOObI YTOUYHUTL, AENCTBUTENBHO NN
OH obpaluarncs kK Bam ¢ Tako nNpocbboi.

50 Teicsy pybnen
00 Beyepa?»

Kak MOXHO 6bICTpee 3aKOH4YUTb Pa3roBop, A0XOAaTbCA,

«Bale baHkoBckoe | 3MOYMbILUNIEHHWKM 3BOHAT OT MMEHU 6aHKOB C NpocbOoi
Korga ypoBeHb agpeHanuHa ynageT U BepHeTcst

NpUnoxeHne 06HOBUTL MOBUIILHOE NPUMNOXKEHNE,
CNocoBHOCTb MbICNUTL Nnornyeckn. baHku paccbinatoT
ycTapeno» noToMy YTO Mpeaplayllee CKOpo nepectaHeT paboTath.
MHbopMaLIMIO TOMBKO Yepe3 CBON ouLIManbHble KaHanbl.
«OBMeHsIEM 3OYMBbILLNIEHHMKM NOA BUAOM COTPYAHMKOB GaHKa 3BOHAT Cpasy nonoxuTb TpyoKy 1 HabpaTb HOMep ropsiyen NMMHUK
poccusiHam 1 npeanaraloT 0GMeHSITb HaKOMIEHHbIN 6aHka, YTobbl NPOSICHUTL CUTYaLNIO — C BEPOSTHOCTbIO

kewwbak Ha pyenu»

3a MOKYMKW Keww o3k, boHycHble 6anmbl unu Munu Ha pyoenu. 99,9% 37O GbINM MOLLEHHUKM.

19
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®UHAHCOBAA BE3OINACHOCTDb
B LUOPOBOM MMUPE

LHugpoeasi puHaHco8asi 2paMOMHOCMb — CNOCOOHOCTb
NPUHMMATb Pa3yMHbl€ PELLUEHUS MO UCNOSb30BaHNIO LMPOBLIX
doMHaHCOBbIX YCNyr v yrnpasneHnio LndpoBbIMU PUHAHCOBbLIMU

aKkTMBamMm Hanbonee 3KOSTIOrMYHbIM 1 6e3onacHbIM CNocoboM

MaTtein aTan Becepoccuiickon npoceeTutenbckon dctadetsbl «Moun domHaHebl» 20
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OULUIUHI, BULLIUHI, CMULLUHI, PAPMMUHI

PULLUNHI (aHrn. phishing, ot fishing — peibHasa nosns, Bely>kMBaHne) —
B, UHTEPHET-MOLLUEHHMYECTBA, HanpaBrieHHbIW Ha NnonyyeHne OoCTyna K fANYHbIM
JaHHbIM nonb3oBaTenen

BULLUHTI (anrn. vishing — voice+phishing) — pasHoBMAHOCTb oULLMHIA, MPU KOTOPOM
NCNOJIb3YITCA MEeTOoAbl CoLMaribHON MHXEHEepPUn C NOMOLLIbIO TeNnegOHHOro 3BOHKa

CMUWULWUWHTI (aHrn. smishing — sms+phishing) — cxema, HanpaBfieHHasa Ha nepexos
nonb3oBaTens N0 BpeAOHOCHOW ccbinke n3 SMS-coobueHus

PAPMUHI (aHrn. pharming) — Bng MOWEHHUYECTBA, NPU KOTOPOM BPEeAOHOCHbLIW KOA
yCTaHaBIMBaETCH Ha KOMMNbIOTEP UMM CEPBEP XKEPTBbI

MaTtein aTan Becepoccuiickon npoceeTutenbckon dctadetbl «Moun domHaHebl» 21
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KAK BALLIUTUTBCA OT OMILLUUHTA,
BMLIIUHIA, CMMLILUUHIA U ®APMUHI A?

v" ObGpawaTb BHUMaHMe Ha OTNpaBUTENS N TEMY COOBLLEHNS

v" B nncbMe C HEU3BECTHbIM oTrnpasuTenem He CTOUT
nepexoguTb Mo npeanoXeHHbIM CCbIJ1KaM

v" He oTBevaTb Ha NnuCcbMa, 3anpalunBaoLLme NINYHYHO
MHJOOPMaLINIO

v' CneauTb 3a owmnbkamm B TekcTe. Ecnun oHM ecTb, TO, ckopee
BCero, NMcbMo — obmaH

v ®annbl, NPUKPENMEHHbIE K MNCbMY, C PacLUMPEHUSIMU .EXE,
.msi, .bat, .pif, .com, .vbs, .reg, .zip, .apk moryT
yCTaHaBnmMBaTb BPEAOHOCHOE NporpaMmmHoe obecneveHmne

22
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HAOEXXHbLIE NAPOJIM

CIoOXHble, OJIMHHblE, HECTAaHOAPTHbIE

MHeMoHn4yeckasa TexHuKa:

Hanpumep: JTrobnro rpo3y B HaYane maa - Lgvnm_ 2520

MaTtein aTan Becepoccuiickon npoceeTutenbckon dctadetbl «Mon domHaHebl» 23
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COBPEMEHHDBIE CNOCOBbI MOLWEHHUYECTBA
C UCNOJIb3OBAHMEM UM

Huncpetik (Deepfake) — aTO PENKOBbBIN KOHTEHT, KOTOPbLIN CO34atoT
C MOMOLLbIO MCKYCCTBEHHOIO MHTEMSEeKTa

FACE-

SWAPPING LIP-SYNCING

FACIAL
ATTRIBUTE
MANIPULATION

ENTIRE FACE
SYNTHESIS

PUPPET MASTER

MaTteii aTan Becepoccunckonm npocBeTutensckon Actadetsbl «Mou douHaHebl» 24
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COBPEMEHHBLIE CNMOCOBbI
MOLUEHHUYECTBA — ATAKA C NOAMEHOM

Amaka ¢ nooMeHoUl — 3TO CUTyauusi, B KOTOPON YENOBEK
UM Nporpamma ycrewHo nogaenbiBaeT CBOK JNIMYHOCTL U BblaaeT cebs
3a gpyroro, 4Tobbl NONY4YNTb AOCTYN K KOHMAEHUMANTbHON
N 3aceKkpeyeHHOW nHgpopmauum

Buabl nogmeH

Beb-canTa 9NTIEKTPOHHOM MOYThI

naeHTudmrkaTopa
BbI3blBaloOLLEro aboHeHTa

MaTtein aTan Becepoccuiickon npoceeTutenbckon dctadetbl «Moun domHaHebl» 25
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COBPEMEHHBLIE CNMOCOBbI
MOLWEHHMYECTBA - APOINIMUHIr

OPOIbl (dponnepbi, om aHenuticko2o drop — cbpacbieams) — NOAMU,
KOTOPbIX MOLLUEHHUKN UCMONb3YIOT ANs BbiBOAA UMW OBHanNMYMBaHUS YKpaaeHHbIX geHer

«dPOIbl- «adPOIbl- «OdPOIlbl-

OBHAJIbLMKA» TPAH3UTHUKN» SATIMBLINKA»

MaTteii aTan Becepoccunckonm npocBeTutensckon Actadetsbl «Mou douHaHcbl» 26
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KAK BOPOTbBCHA C MOLWEHHUYECTBOM?

v‘ O6pallaTtb BHUMaHUe, He npenoctaBnaTb HUKaKYHO
KyZJa BaM MO3BOHWMNY NYHYI0 MHOPMaLnLo
|_|p|/|p|y|v|aTb KOOO0BYIO cbpa3y cnonb3oBaTtb nporpamMmbl

B 0OLEeHnn ¢ DNn3KumMu Ang onpeneneHnsa Homepa
vi [MpoBepATbL HOMep TenedgoHa

27
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KAK BALLIMTUTBCA OT KPEOAUTHOIO
MOLWEHHMYMECTBA?

LWAI 1. MNpoBepsanTe KpeaAUTHYHO UCTOPUIO
v Blopo KpeanTHbIX UCTOPUIA

LWATI 2. YcTaHOBUTE camo3anpeT Ha KpeauTbl
3anpeT pacnpocTpaHseTcAa Ha
v BaHku v M®O

3anpeTt HE pacnpocTtpaHseTcsa Ha

v Ye nonyyeHHble KpeauThbl v ABTOKpeaunTbl (0b6ecneyeHbl 3anorom TpaHCNOPTHOro CpeacTBa)

M KPEANTHBIE KapTel v OCcHOBHble obpasoBaTernbHble KpeauThbl

v MinoTeky (obecneyeHa 3anorom (Ha onnaTy oby4yeHus, KoTopas cpasy nepeymcnsieTcs
HEeABWXMMOro UMYyLLIECTBA B 06pasoBaTenbHy0 opraHM3aLmio)

28
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®UHAHCOBAA FPAMOTHOCTb — 3AJNIOI
®UHAHCOBOMU BE30NACHOCTU BCEU CEMbM

PaunoHanbHO
BblOupaet
domHaHcoBbIE
NPOAYKTbI
n ycnyrn?

MoHuMmaeT npaBa
notpeburtens
oMHAHCOBbIX yCnyr
n cnocobeH
oTcTamBaTtb UX?
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Bbonbuwe nonesHou nHcgpopmaunmn
MOXHO HanThn Ha cante MuHduHa

a TaKXe Ha nopTane MmoudUuHaHcbl.pd
U B ero coumarbHbIX CeTAX
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SaSRary

%Yé MVIHC')VIH s ————
WS poceun Mou GUHaHCbI

CNACubO 3A BHUMAHMUE!
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